
Joomla!-Sicher machen

Brian Klug - https://www.flickr.com/photos/brianklug/6870002408/



Über mich

• Christian Schmidt

• 31 Jahre

• Joomla! User Group München-Gründer

• Joomla-Security.de-Gründer



Themen

• Benutzer und Passwörter

• Zwei-Faktor Authentifizierung

• Backups und Updates

• Angriffe abwehren

• Preisgeben von Informationen verhindern

• Joomla! wurde gehackt! Was muss ich tun?

• SSL und Joomla

• Offene Fragen und Antwortrunde 



Benutzer und Passwörter 

marc falardeau - https://www.flickr.com/photos/49889874@N05/6101434856

Benutzer: admin
Passwort: Superadmin1234



Benutzer und Passwörter 

marc falardeau - https://www.flickr.com/photos/49889874@N05/6101434856

Benutzer: 5uper6oTT-Adm1n=?

Passwort: 
Nkmwu?U,gdtMw{a7k=K"=q7hc85



YubiKey

Tom - https://www.flickr.com/photos/68423870@N00/3360024407

Zwei-Faktor-Authentifizierung



Backup

Jaymis Loveday - https://www.flickr.com/photos/jaymis/3190462946/

Backups regelmäßig anlegen 
und 

Extern aufbewahren



Updates

Updates zeitnahe einspielen



Sichere Joomla!-Einstellungen

• Administration Htaccess-

Passwortschutz

• Benutzerregistrierung Deaktivieren

• Unnötige Einstellungen Deaktivieren

• Nicht verwendete Erweiterungen 

Deaktivieren oder Deinstallieren



[Thu Aug 05 02:29:05 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/noxdir
[Thu Aug 05 02:29:09 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/PMA2005
[Thu Aug 05 02:29:10 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/admin
[Thu Aug 05 02:29:11 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/admin
[Thu Aug 05 02:29:13 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/admin
[Thu Aug 05 02:29:14 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/admin
[Thu Aug 05 02:29:15 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/db
[Thu Aug 05 02:29:16 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/dbadmin
[Thu Aug 05 02:29:17 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/myadmin
[Thu Aug 05 02:29:21 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysql-admin
[Thu Aug 05 02:29:22 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysql
[Thu Aug 05 02:29:23 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysqladmin
[Thu Aug 05 02:29:24 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysqlmanager
[Thu Aug 05 02:29:25 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/p
[Thu Aug 05 02:29:28 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/pHpMy
[Thu Aug 05 02:29:32 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/pHpMyAdMiN
[Thu Aug 05 02:29:33 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/php-my-admin
[Thu Aug 05 02:29:34 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/php-myadmin
[Thu Aug 05 02:29:38 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmi
[Thu Aug 05 02:29:39 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.10.0
[Thu Aug 05 02:29:42 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.1
[Thu Aug 05 02:29:45 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.10
[Thu Aug 05 02:29:46 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.2
[Thu Aug 05 02:29:48 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.3
[Thu Aug 05 02:29:49 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.4
[Thu Aug 05 02:29:50 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.5
[Thu Aug 05 02:29:51 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.6
[Thu Aug 05 02:29:53 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.7
[Thu Aug 05 02:29:54 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.8
[Thu Aug 05 02:29:57 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.11.9
[Thu Aug 05 02:29:58 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.2.3
[Thu Aug 05 02:30:01 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.2.6
[Thu Aug 05 02:30:02 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.0
[Thu Aug 05 02:30:03 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.1
[Thu Aug 05 02:30:05 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.2
[Thu Aug 05 02:30:06 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.3
[Thu Aug 05 02:30:07 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.4
[Thu Aug 05 02:30:08 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.5
[Thu Aug 05 02:30:15 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.6
[Thu Aug 05 02:30:18 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.7
[Thu Aug 05 02:30:21 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.8
[Thu Aug 05 02:30:22 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.3.9
[Thu Aug 05 02:30:23 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.0
[Thu Aug 05 02:30:25 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.1
[Thu Aug 05 02:30:31 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.2
[Thu Aug 05 02:30:32 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.3
[Thu Aug 05 02:30:34 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.4
[Thu Aug 05 02:30:35 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.5
[Thu Aug 05 02:30:36 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.6
[Thu Aug 05 02:30:40 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.8
[Thu Aug 05 02:30:41 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.9
[Thu Aug 05 02:30:43 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.0
[Thu Aug 05 02:30:44 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.1
[Thu Aug 05 02:30:47 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.2
[Thu Aug 05 02:30:48 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.3

Angriffe abwehren

• Haupt .htaccess Datei anpassen
• Robots.txt anpassen (Security by Obsurity)
• WAF (WebApplicationFirewall) VOR der Seite
• Guter Hoster
• Alle vorangegangen Themen erfüllt ☺
• usw.



Preisgeben von Informationen verhindern

• Generator Tag
• Fußzeilen Information
• Fehler Seiten (Server)



Joomla! wurde gehackt! Was muss ich tun?

Mickie Quick - https://www.flickr.com/photos/mickie/1174280743

-> https://www.joomla-security.de/joomla-gehackt-was-tun.html
-> https://www.fc-hosting.de/joomla/tips-joomla-gehackt.php
-> https://www.schwarzkuenstler.com/support/index.php?/Knowledgebase/...



SSL & Joomla!

Christiaan Colen - https://www.flickr.com/photos/132889348@N07/18570295226/

Für einzelne Unterseiten
oder

die komplette Seite



Bettina Braun - https://www.flickr.com/photos/bettina-braun/277386361



Dennis Skley - https://www.flickr.com/photos/dskley/13796815083




