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* Benutzer und Passworter

e Zwei-Faktor Authentifizierung

e Backups und Updates

* Angriffe abwehren

* Preisgeben von Informationen verhindern
 Joomla! wurde gehackt! Was muss ich tun?
e SSL und Joomla

e Offene Fragen und Antwortrunde



Benutzer und Passworter

Benutzer: admin
Passwort: Superadminl234
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Benutzer und Passworter

Benutzer: 5uper6oTT-Adm1n=?

Passwort:
Nkmwu?U,gdtMw{a7k=K"=q7hc85 |
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Zwei-Faktor-Authentifizierung




Backups regelmaflig anlegen
und

Extern aufbewahren
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Joomlal User G..&  § ~

Updates ALt

@ Hife || £ Optionen

. Hinweis
Instalieren Befora Updating ensure that the Update is compatible with your Joomlal installation

Aktualisieren

Verwalten

Uberprifen Q X 0N v
Datenbank
Wamingen [ MName « Installationstyp Typ Version Verzeichnis Bereich URL-Details

Sprachen instafieren [] KunenzLanguage Pack Aktualizierung Pakst 405 Unbekannt Site fttp://update kunena.org/.O/pkg_kunena languages xml
Update Sites

Filter:

- Bereich wahlen - d

= Updates zeitnahe einspielen

- Verzeichnis wahlen - M



Sichere Joomla!-Einstellungen

e Administration Htaccess-
Passwortschutz
Benutzerregistrierung Deaktivieren

Unnotige Einstellungen Deaktivieren

Nicht verwendete Erweiterungen

Deaktivieren oder Deinstallieren

Allgemeine Empfehlungen / Empfohlener Umgang mit Joomla! 7!

¥ Schiitzen Sie die Joomlal-Administration mit einem Htaccess-Passwortschutz (siehe Artikel JOOMEA
Hiaocess-Schutz)



[Thos Ao AP ASAAAR AAAAL Toono 1 Tolioms 440 422 Af At FH- J--- — -+ —5t: /var/www/vhosts/domain-name.de/httpdocs/noxdir

| st: /var/www/vhosts/domain-name.de/httpdocs/PMA2005

| . st: /var/www/vhosts/domain-name.de/httpdocs/admin

| A n r I e a We re n st: /var/www/vhosts/domain-name.de/httpdocs/admin

| st: /var/www/vhosts/domain-name.de/httpdocs/admin

| st: /var/www/vhosts/domain-name.de/httpdocs/admin

L1nu Aug U5 UZ:2Y:15 ZU1U] |error] [client 113.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/db

[Thu Aug 05 02:29:16 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/dbadmin

[Thu Aug 05 02:29:17 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/myadmin

[Thu Aug 05 02:29:21 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysqgl-admin
[Thu Aug 05 02:29:22 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysql

[Thu Aug 05 02:29:23 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysqladmin
[Thu Aug 05 02:29:24 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/mysqglmanager
[Thu Aug 05 02:29:25 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/p

[Thu Aug 05 02:29:28 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/pHpMy

[Thu Aug 05 02:29:32 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/pHpMyAdMiN
[Thu Aug 05 02:29:33 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/php-my-admin
[Thu Aug 05 02:29:34 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domaln -name.de/httpdocs/php-myadmin
[Thu Aug 05 02 29 220 MNAINT Tnciena1 TallAa s 110 179 AC A11 Fila dann mmat ~avclnse luanl.. i AT Iy PN PRSP FU Ry Aalssmdann el aAA A Dl

[Thu Aug 05 02:29

[Thu Aug 05 02:29 ® Haupt .htaccess Datei anpassen

[Thu Au :
{E:z §§§§ §§§§ Robots.txt anpassen (Security by Obsurity)
T e 0a2e *  WAF (WebApplicationFirewall) VOR der Seite

[Thu Aug 05 02:29

[Thu Aug 05 02:29 ©® Guter Hoster

[Thu Aug 05 02:29 .o

muagosz2o o  Alle vorangegangen Themen erfiillt ©

[Thu Aug 05 02:29

[Thu Aug 05 02:30 @

[Thu Aug 05 02:30 Usw.

[Thu Aug 05 02:30

[Thu Aug 05 02:30:05 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:06 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:07 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:08 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:15 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:18 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:21 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:22 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.
[Thu Aug 05 02:30:23 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.0
[Thu Aug 05 02:30:25 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.1
[Thu Aug 05 02:30:31 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.2
[Thu Aug 05 02:30:32 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.3
[Thu Aug 05 02:30:34 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.4
[Thu Aug 05 02:30:35 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.5
[Thu Aug 05 02:30:36 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.6
[Thu Aug 05 02:30:40 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.8
[Thu Aug 05 02:30:41 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.4.9
[Thu Aug 05 02:30:43 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.0
[Thu Aug 05 02:30:44 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.1
[Thu Aug 05 02:30:47 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.2
[Thu Aug 05 02:30:48 2010] [error] [client 118.123.96.91] File does not exist: /var/www/vhosts/domain-name.de/httpdocs/phpMyAdmin-2.5.3
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XIDOCTYPE html>

Preisgeben von Informationen verhindern

<meta http-equiv="content-type" content="text/html; charset=utf-8" />

<meta name="description" content="Willkommen bei Joomla'.de, der deutschsprachigen Landesseite des preisgekrdnten Content Management Systems Joomla." />
<meta name="generator" content="Joomla! - Open Source Content Management" />

<title>Joomla! CMS - Das Content Management System</title>

<link href="/%format=feed&amp;type=rss" rel="alternate" type="application/rss+xml" title="RSS 2.0" />
<link href="/?format=feed&amp;type=atom" rel="alternate" type="application/atom+xml" title="Atom 1.0" />
<link href="/templates/jde/favicon.ico" rel="shortcut icon" type="image/vnd.microsoft.icon" />

<link rel="stylesheet" href= ”/templates/]de/css/template css" tv =”text/css" />

<link rel="style-"--*" boo S miEemm oo s g de stk et

<link rel="styl

'+ Generator Ta

<script src="/m¢ g

<script src="/me ° °
=== e FufRzeilen Information
<script src="/me

<script src="/t¢ -

«==e Fehler Seiten (Server)
<script src="/te

<script src="/te

<script type="text/javascript">
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.Joomla! wurde gehackt! Was muss ich tun?
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Bettina Braun
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